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| 1] Analysis and Detection of Political Fake News Using Deep Learning with High-Performance Hybrid Model. ICIS 2023.
|2] Divide-and-Conquer: Post-User Interaction Network for Fake News Detection on Social Media. WWW 2022.
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| 1] Attacking Fake News Detectors via Manipulating News Social Engagement. WWW 2023.
2] A General Black-box Adversarial Attack on Graph-based Fake News Detectors. [IICAI 2024.
3] Bots Shield Fake News: Adversarial Attack on User Engagement based Fake News Detection. CIKM 2024.
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Table 4: Results of using MARL to perform indirect targeted attacks comparing to several Attack GOS Fake News with Bot
baselines. Experiments are repeated five times, and the average success rate is reported. 1.00
Politifact Gossi —7 GAI
Method olitifac ossipcop » 0.80 e GCN
Fake Real Fake Real 4
E | —— SAGE
GAT GCN SAGE GAT GCN SAGE GAT GCN SAGE GAT GCN SAGE o 0.60
RD-Edge 0.14 045 0.13 0.11 033 015 0.06 0.28 0.25 008 0.22 0.14 $
RD-Node 0.12 048 014 013 038 015 012 032 022 012 023 o016 Y 0.40] i
RL - A1l 0.17 0.42 0.16 0.0  0.07 0.21 0.14 0.45 0.23 0.08 0.80 0.16 Lﬁ i - — —1 1
RL - A2 0.15 0.38 0.16 0.08 0.13 0.18 0.18 0.52 0.32 006 0.83 0.24 0.20 " M“.
JRL-A3 . 018 064 019 008 013 018 019 051 031 012 085 0.22 —
: MARL 0.33 092 028 :022 031 019 : 021 0.64 036 - 0.18 089 0.28

2000 2500 3000 3500 4000 4500 5000

0.
/\_ J\ Number of agents

F1RHA54.1% F1I5EF140.87%
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D El‘FE ?KJE*E FJ]J ber of control candidates N; Diffusion prediction model F.

O BIEEEHRDIBIREIE v wn o et

\ 1: N:u:u.' «— 0, Nsyccess — 0

EH:_J:J'%J E_IE,]H_L-I:EFEE %; :I 2 forn=1— N do

3 Initialize @

ria M- h * ad | = el L L —
O=%]: B iEH & EENKRLIEEETE & "I F[G,, 1) =1 then :
| 5: Count the target users Nyor a1 < Nioral + 1
H- — I
H ]J'T:I_JEFF - : g 6 fort=1— T do > The query stage :
| 7: Sample an neighbor u via Eq. (2) I
] 1: ]J gﬁ%q‘&ﬂ : ‘L‘E_I 8 Undercover the neighbor h}rhsu =0 :
| 9; Query the control score [, via Eq. (3) |
O E T I R+ E s Update the neighbor weight du b | _______ |
11: end for
12: end if
CSR _ Ninhibtian_success 13: end for
inhibtion Niphibtion total " 1a forn=1—N,,;ydo N) 0T .

15: Obtain the best neighbor @ via Eq. (4) » The control stage
1:5% 16: Undercover the neighbor by s; =0

_ Npramatic}n_success 17: if F(0|Gy, S') = 0 then > If control success
CSRPT'-’}”WHD” _ N _ f%lj 18: Count the success candidates Nsuyccess < Nsuccess + 1
promotion_total ‘0. end if
be__2eendfor e |
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1.0 BN Inhibition

B Promotion

Table 6: Overall performance in the inhibition setting.

Datasets OAG Digg  Twitter Weibo 0.8-
CTL-DIFF [5] 0.1253 0.0672 0.1238 0.1588
Random 00791 00502 0.0263 0.0020
SNC(ours)  0.5222 03200 0.4625 0.0106 e 067
9
&

Table 7: Overall performance in the promotion setting,. 0.4-

Datasets OAG Digg  Twitter Weibo

CTL-DIFF [5] 0.1176 0.3477 0.0732 0.0601 0.2

Random 0.0979 0.0123 0.0187 0.0011
SNC(ours) 0.9705 0.9925 0.5490 0.0144 0.0-

OAG Digg Twitter Weibo
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Table 1: Network characteristics of the public datasets.
#tSamples denotes the number of ego networks.

Table 4: Characteristics of target users controlled by SNC.

Datasets OAG Twitter Weibo
# Samples 257,273 228,798 528,571 Datasets | Control Result | Awve. Degree Ave. DC Ave. CC Ave, BC Ave. EC
Ave. Edges 152 152 167 il . Ade . .
Ave. Clustering 05657 03340  ©.2803 OAG Failed 11.9435 0.2438 0.5489 0.1463 0.2094
Ave. Diameter 5.1178 52991 5.5059 success 15.4998 0.3164 0.5719 0.2147 0.2760
Ave. Degree assortativity -0.2683 -0.3067  -0.2203 -0.2502 i
Digo Failed 10.0152 0.2044 0.5312 0.1424 0.1561
bb success 9.7929 0.1999 0.5343 0.0730 0.1234
Table 2: Average clustering and diameter of the success con- _ Failed 25 5097 0.5223 0.6761 0.4053 0.3595
trolled v.s. failed controlled Egﬂ' networks on Weibo. Twitter Success 18.6625 0.3809 0.5974 0.3113% 0.3124
Control Result | Ave. Clustering  Ave. Diameter Weibo lecd 16.3463 0.3336 05711 9.0 0.2686
Success 18.6760 0.3811 0.5884 0.0845 0.2308
Failed 0.2784 5.5083
Success 0.4216 5.3297
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Try owr latest Technology #PRODUCT hitpy/teo/PRODUCT @ TARGET_USER

| Deep neural networks for bot detection. Information Sciences 2018
Twitter bot detection using bidirectional long short-term memory neural networks and word embeddings. TPS-ISA 2019

] BotRGCN: Twitter bot detection with relational eraph convolutional networks. ASONAM 2021
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I Target gets 1.0 i r . : I I . » © Class2 I
I misclossified Nettack Nettack-In.  Clean I I - @ Class3 I
I grapn ! | “Class 2° [[1 Node features “Class 37 I
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| 1] Adversarial Attacks on Neural Networks for Graph Data. IJCAI 2019
|2] A Survey of Adversarial Learning on Graphs. CoRR 2020
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B FTiE

WERER : Cresci-2015: 93.02%-95.74%

HIHE AN AR R R RNRR EiTSEw

TWIBot-ZZ 56.36%-97.15%

Dataset Threat Model 3 ASR T NNBB | R-ASR(ATRM) | R-NNBB(ATRM) T
GCN . 95.68 + 1.44 0.00 £ 0.00 3.61 + 2.98 96.39 + 3.01
HGT 94.79 + 1.18 0.06 + 0.12 0.00 £ 0.00 100.00 = 0.00
Cresci-2015 Simple-HGN 95.74 £ 1.25 0.00 £ 0.00 2.37 £ 042 100.00 £ 0.00
R-GCN 95.74 £ 1.50 0.06 £ 0.12 0.00 = 0.00 100.00 £ 0.00
GAT 9349 + 1.11 1.78 = 0.00 0.00 = 0.00 100.00 £ 0.00
RGT 03.02 + 1.37 0.00 = 0.00 4.02 + 0.68 0349 + 2.29
GCN 78.36 + 22.39 7.24 + 17.33 22.16 £ 1.94 9983 + 0.17
HGT 97.15 = 2.31 5.89 £ 9.01 42.35 + 14.38 9994 + 0.09
TwiBot-22 Simple-HGN 56.36 £ 5.34 9.64 + 10.88 45.84 £+ 6.51 82.23 £ 3.93
R-GCN 67.69 = 13.99 9.31 + 14.40 36.04 + 7.90 99.50 = 0.73
GAT 70.09 £ 21.72 0.00 = 0.00 27.09 + 4.47 100.00 = 0.00
RGT 1 ... 0319£221 ................0.00.£ 000 ... 27.04 = 5.09 98.06 + 2.28

> ASR: WHEKINER, EERENEEME, oEHES, KFTRERSEMRIK.
> NNBB: %ﬁ%%?i E—F_E#ﬁ,«_ Aﬁmﬂi&#ﬂ%ﬁkhﬂlL45EE|’J1‘E;E$
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tlas AR R SR vHE I

Pris B A B AL S HA R SRR MRS Ei#ITSCL
RHEIEIER . Cresci-2015: 89.00%-95.74%1 ,

W LiL:

TwiBot-22:

10.52%-56.20% 1

Dataset Threat Model ASR T NNBB | R-ASR(ATRM) | R-NNBB(ATRM) T

GCN 95.68 + 1.44 0.00 = 0.00 3.61 £ 298 96.39 + 3.01
HGT 94.79 + 1.18 0.06 £ 0.12 0.00 £ 0.00 100.00 £+ 0.00

Cresci-2015 Simple-HGN 95.74 £ 1.25 0.00 £ 0.00 2.37 £ 042 100.00 = 0.00
R-GCN 95.74 + 1.50 0.06 £ 0.12 0.00 = 0.00 100.00 £ 0.00
GAT 9349 + 1.11 1.78 = 0.00 0.00 + 0.00 100.00 £ 0.00
RGT 93.02 £ 1.37 0.00 = 0.00 4.02 = 0.68 9349 + 2.29
GCN 78.36 = 22.39 7.24 =+ 17.33 22.16 = 1.94 9983 + 0.17
HGT 97.15 + 2.31 5.89 + 9.01 42.35 + 14.38 99.94 + 0.09

TwiBot-22 Simple-HGN 26.36 + 5.34 9.64 + 10.88 45.84 + 6.51 82.23 + 3.93
R-GCN 67.69 + 13.99 9.31 + 14.40 36.04 + 7.90 99.50 + 0.73
GAT 70.09 = 21.72 0.00 = 0.00 27.09 + 4.47 100.00 £ 0.00
RGT 63.19 + 2.21 000000  : . 2704 0 s it b K A

» R-ASR: BIEHRINER, H{EHIR, 1&%&%*"%1‘$|‘2E¢_m
> R-NNBB: EISILJ#E%,,.,.‘%EE@ éﬂﬁﬁm, ‘[‘t%*%;”%’l‘éﬁﬁmn
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1. KA TS0 SR

> BAC: %N
Hi: BHTE

Simple-HGN R-GCN GAT

AR o RMRE, 2MERS, KRKRE

=100 wlc AM
=100 wi M

- W
s 2000 vl M
=

2 3 =

RGT

5 AR B XTI

1. EXMEFEARH LRI T SEINAFE—ERIMEEE.
2. EIRARMRENEBEMEFRMMERZBEES T RIFFE.

7

2. ¥4 e

SEEERFE S

BAC (Cresci-2015) BAC (TwiBot-22)

Brat b ARl T ATRM T ATRM

GCN 94.05+1.00 93.46+1.19 | 76.99+021  76.69 +0.29
HGT 93.61 +1.77 9248 +3.09 | 75.04+195  76.74 +0.53
Simple-HGN | 9357 +139 9454 +0.67 | 77.97+029  78.17 +0.12
R-GCN 93.64 +1.61 9495 +055 | 7531+252  76.77 +0.42
GAT 9388 +1.15 9391 +1.08 | 77.07+0.13  76.19 + 1.78
RGT 9424 +1.02  90.09+506 | 7837+033  78.19+0.27
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ERESEN (23 § EWESIBHUN (12 HMUESY8Fm |14

Rumor Det. 19 Cascade Size Pred. [8 Next User Pred. |6 Feature-based Bot Det. |3

Fake News Det. |14 Popularity Pred. 5 Social Influence Pred. |6 Text-based Bot Det. |2

User Attitudes Pred. |1 Graph-based Bot Det. |3
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|1] A Survey of Datasets for Information Diffusion Task. arxiv 2024
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® KFEFEEE—: Twitter &

Text+image

10.7%  Text+video
_ 1.8%
. Text+image+video

1.8%

2016-2020

English

35.0%
- 79.1%

iNEINEAES BEST ESST
| 1] A Survey of Datasets for Information Diffusion Task. arxiv 2024
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https://wanglanjun-academic.qgithub.io/



